PexomeHnaanuu 1J1si KJIMEHTOB 110 MeEpaM CHUKCHHUA PUCKA IMMOJIYYCHUSA
HECAHKIIMOHUPOBAHHOI'O 10CTyIIA K 3aIuaeMon I/IH(])OpMaIII/II/I C IIeJb10
OCYIIECTBJCHUS MEPEBOAOB JCHECKHBIX CPEACTB JIMLIaMu, HE Oﬁ.]'lallaIOIIII/IMI/I
MPpaBoOM pPaClHoOpPARKCHUA 3 TUMH JCHCKHBIMU CPEACTBAMMU, a4 TAKIKE
PEKOMEHIAUMA 110 3ALIIATE I/IH(l)OpMa]_lI/II/I OT BO3eCTBUH BPE€AOHOCHOI'0O KOda

B nensx Beimosnnenus tpedboanuit [lonoxxenust banka Poccuu ot 20 anpens 2021
r. N 757-I1 «O6 ycTaHOBJIEHUHM OO0S3aTENbHBIX JUISI HEKPEIUTHBIX (DMHAHCOBBIX
opraHuzanuii  TpeOOBaHMM K  OOECHEYEeHHMIO 3alluThl UHMOpPMAIMU  MpHU
OCYUIECTBJICHUU JIEATEIbHOCTH B cdepe (DUHAHCOBBIX PBHIHKOB B  IEJSIX
POTUBOJACHCTBHS OCYIIECTBICHUIO HE3aKOHHBIX (DMHAHCOBBIX orepanuii», HITD
«IIpodeccuonanpueiity (AO) moBoguT A0 cBoux KiuentoB wuHdopmanuioo o
CYIIECTBYIOIINX PUCKAX MOTYYCHHS] HECAHKIIMOHUPOBAHHOTO TOCTYTA K 3AIIHIIAEMOM
nH(pOpMAaIU C TEIbI0 OCYIIECTBICHUSI MEPEBOJAOB JEHEKHBIX CPEJCTB JIMIIAMU, HE
00JIaJalOIMMU TIPAaBOM PACIIOPSIKEHUS STUMH JICHE)KHBIMU CPEICTBAMU, a TaKXKe
MPUBOJUT CHUCOK PEKOMEHJalMi 1o 3amure HHGOpMAllUd OT BO3ACHCTBUS
BPEJIOHOCHOTO KOJa (KOMIIBIOTEPHBIE BUPYCHI, K TPOSTHBI), «PYTKUTBI» U T.I1.), 0 MEpax
co0JiroAeHUs UH(POPMAITMOHHON 0€30MaCHOCTU U CTI0CO0aX MPECEUCHUST XUIICHUS:

PeKOMeHIla[[Hl/I o 3ammrTe I/IH(l)OpMaIII/II/I oT BO3ZI€I>1CTBPISI BPE€AOHOCHOI'O
Koaa:

— IIpu pabGoTte ¢ 3MEKTPOHHOM MOUYTOM HE OTKPHIBAMTE MHUCHhMA U BJIOKEHUS K HUM,
MTOJIYYEHHBIE OT HEU3BECTHBIX OTIPABUTENEH, HE MEPEXOJUTE IO COJACPHKAUUMCS B
TaKUX MUCbMaX CChLIKaM.

- HOJ’IBSYI\(JITGCB IMEPCOHAJIbHBIMHU KOMITIBIOTCpaMu C YCTaHOBJICHHBIM
JIMICH3UMOHHBIM ITPOIrpaMMHBIM oOecreueHUEM.

— CBOEBpEMEHHO OOHOBIISINTE YCTAHOBJIEHHOE MPOrpaMMHOE oOOecleueHue u
OTEePAlMOHHYIO CUCTEMY (YCTAaHOBKA KPUTUYHBIX OOHOBIICHU).

— O0s3aTeNbHO  YCTAaHOBUTE M CBOCBPEMEHHO OOHOBIISIMTE Ha KOMITBIOTEPE
aHTUBUPYCHOE MPOTrpaMMHOE oOecriedeHre, HO TIOMHHUTE, YTO HU OJIHA aHTUBHPYCHAS
nporpamma He obecnieunBaet 100% 3ammuThl.

— AHTHBUPYCHOE  TIpOTpaMMHOE  OO€clieueHHe  JOJDKHO  3aIyCKaThCs
ABTOMATUYECKH, C 3arpy3KOH OIIEPAallMOHHOM CHUCTEMBbI. PekomeHnyercs mnoJiHas
€XKEJIHEBHAS MPOBEPKA KOMIIBIOTEPA HA HAJIMYKME BUPYCOB, MHOIO BPEAOHOCHOTO
mporpaMMHOTO  oOecrmiedueHusi.  VICKIIIOUMTh  WCIIONB30BAaHUE  3aPaKEHHOTO
KOMITBIOTEPA, BIUIOTH 0 MOJIHOTO U3JICYEHHS] OT BUPYCOB.

— IIpu BbIXxO#e B MHTEpHET UCHOJB3YHUTE CETEBBIE 3KPAHbI, PA3PELIUB JIOCTYII
TOJIBKO K JIOBEPEHHBIM pecypcaM cetu IHTepHeT.

—IIpu pabore B WMHTepHeTe He coriamanTech Ha YCTAHOBKY KaKUX-JHOO
COMHUTEJBHBIX ITPOIPAMM.

— BoznepxuBaiiTech OT HMCIHOJIB30BaHHUS TPOTpaMM OHJIAWHOBOI'O OOIIEHUS Ha
KOMITBIOTEPE, HCIONb3yIOUWEMCS JUisi paboTbl B CUCTEME JUCTAHIMOHHOIO
OaHKOBCKOT'O OOCITYKUBaHUS.



— Ucknrounte BO3MOXKHOCTh YCTAHOBKHM IIOCTOPOHHUMH JUUAMHU  (TOCTSAMH,
MOCETUTENISIMH ) HA KOMITBIOTEP CHIENUATBHBIX «ILITUOHCKUX» NMporpaMm. B yactHOCTH,
XOpOILEH MPAaKTUKON SABJIAETCS padoTa HA KOMIBIOTEPE OT UMEHHU IOJIb30BATENS, HE
MMEIOIIEro NOJTHOMOYUN aAMUHUCTPATOPA.

— Pexomenayem orpannuuth HH(HOPMAIIMOHHBIA 00OMEH B ceTH MIHTEPHET TOJIBKO
HaAEKHBIME HHQOPMAIIHOHHBIMH TOPTaJaMH M MPOBEPEHHBIMH KOPPECTIOHACHTAMU
AJIIEKTPOHHOM IIOYTHI.

— BaxxHo 3HaTh, 4YTO HAJAEKHBIM CPEICTBOM 00€CTICUCHUS MO IJTMHHOCTH SBJISICTCS
1MdpoBas MoAMKCH, a HE CTPOKa aapeca Opay3epa WK JIeKTPOHHOU 1MoYThl. YacTo, B
BUJIC KMHTEPECHOU CCHIJIKM» B ITUCHbME, OT IKOOBI 3HAKOMOTO IIPUXOIUT BPEIOHOCHAS
nporpamma. Hacto BpeOHOCHAs MporpaMMa CKpbIBA€TCS MO/ BCILIBIBAIOIIMM OKHOM
PEKIIAMHOM CCBUJIKM HA CalTe.

- HpI/I IMOJO3PCHUAX Had HAJINYUC BHUPYCOB Ha IICPCOHAJIIBHOM KOMIIBIOTCPC (B
YaCTHOCTH, HCOXHNAAHHBIX <«3dBUCAHHUAX), IICPC3aIrpy3KaxX, CEeTeBOM aKTI/IBHOCTI/I),
IIOJIHOCTBIO BO3ACPKATHCA oT HCIIOJb30BaHUA CHCTCMBI AUCTAaHIIMOHHOI'O
0aHKOBCKOT'O O6CJIY)KI/IB&HI/I}I H IIPOBCACHHUA IIaTeXKEU C IIOMOIIIBIO OaHKOBCKHUX
IUIATCIKHBIX KapT 40 UCIIPABJICHUA CUTYAllUH.

PexoMeHaaluM MO CHUKEHUIO PUCKOB MOJYYeHHUS] HECAHKIIMOHUPOBAHHOIO
AOCTYyNAa K 3amuinaeMoil mHpopManmum ¢ HeJbI0 OCYLIEeCTBJIEHUSI NEPEBOI0B
JEeHe;KHBIX CPeICTB JUIAMU, He 00JIaJal0I[UMHU MPABOM PACHOPAKEHHUs] ITUMHU
JNeHe;KHBIMH CPeJACTBAMHU:

— He pexomenayercs cooOIiarh MOCTOPOHHHM JIUIAM CBOKO TEPCOHAIBHYIO
undopmaruto (PUO, noruH, mapoib, HOMEp KapThl, CYeTa, MacopTa u T.1.).

— He 3anuceiBaiiTe JIOrWH 1 MapoJib Ha Oymare, MOHUTOPE WM KJIaBUATYpE.
— He ucnons3yiite GhyHKINIO 3aTOMUHAHUS JIOTHHA U TIApoJIs B Opay3epax.

— He HCHOHBSYﬁTe OJHWHAKOBLIC JIOTHMH M IIApOJIb JId AOCTyIIa K Pa3JIMYHbIM
CHUCTCMaM.

— He mnonp3yiitech cucremamu, TpeOyOUMMH BBOJAA JIOTHHA W TApojs, Ha
KOMITBIOTEPAX, KOTOPhIE HAXOASITCS B OOIIEAOCTYIMHBIX MECTax U B KOH(PUTYpaIlH,
KOTOPBIX BbI HE yBepeHbI. [10 BO3MOKHOCTH COBEPIIANTE ONIEPALIUU TOJIBKO CO CBOETO
muydHoro CpenctBa jJocTyna B IEJISX  COXpaHEHUS KOH(MUIECHIIMATHLHOCTH
MIePCOHANILHBIX JIAHHBIX U (WiK) nH(popMaIuu o0 6aHKOBCKOM CUETe.

— B cnywae ecnam omepanus coBepHIaeTCS € HMCIOJB30BAHUEM  UYKOTO
KOMITBIOTEPA, HE COXPAHANTE HAa HEM NIEPCOHATLHBIC JaHHBIC U IPYTYI0 HHPOPMAIIHIO,
a MocJIe 3aBEPIICHUSI BCEX OIepaIuii yoeauTech, YTo IEPCOHATBLHBIC JAaHHBIC U IpyTas
uH(popMaIus HE COXpaHWINCH (3arpy3uB B Opaysepe mHyr web-crpanwuiy). [Tocre
BO3BpaIieHus k ceoeMy CpelIcTBy JocTymna 00s3aTelIbHO CMEHUTE JIOTHH U MapOJib.

— Ecnu Bbl nonyuunu Ha 3J€KTPOHHYIO MOYTY MUCHMO € TPOCh00i1 OOHOBUTH WIIH
MOATBEP/IUTH MEPCOHAIBHYIO U JIIOOYIO APYTYyI0 KOHGUIAECHIUATbHYIO UH(OPMAIUIO
CO CCBUIKOM Ha KakoW-u0o calT (B ToMm umcie — calT banka), momaute, yto baHk
HUKOTZla HE TMPOCUT TNepenarh JAaHHbIE IO 3JIeKTpOHHOW mnouTe. OOHOBIEHHE
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KJIFOUEBBIX NIEPCOHAIBHBIX JaHHBIX OCYLIECTBIISIETCS TOJIBKO COTPYAHMKOM baHka n
Toibko 1O oOpamenuto Kimenta. He oTkppiBaiiTe CCBUIKHM, YKa3aHHbIE B
COMHHUTEJIHLHOM MHCHME, B KOTOpoM Bac npocst yka3aTh KOH(UICHIIMATbHBIC TaHHBIE.
He 3BonuTte o tenedonam, ykazaHHBIM B IT0I0OHBIX MMCbMAaX, U HE OTBEUANTE HA HUX.

— Ilpu perucrpannu Ha CTOPOHHUX MHTEPHET-CAUTAX BCET1a U3MEHSINTE MapoIIH,
KOTOpBIE IPUXOAAT Bam 1o 3JIeKTPOHHOM MOYTeE.

— PerymsipHO, He pexxe OAHOTO pa3a B MECSAI, POU3BOJUTE CMEHY ITapOJIL.

— IIpu cocrtaBieHuu mnaposs HUCHOJb3YHTE MPOMUCHBIE W CTPOYHBbIE OYKBHI,
udpel, a TakKe pa3dudHble CUMBOJBI, Hanpumep: ! / { } [ ] < >. HacrosTenpHO
PEKOMEH/IyeTCsI MCIOJb30BaTh CIEUUATH3UPOBAHHBIE MPOTPAMMBI - TEHEPATOPHI
napogieit (http:/www.onlinepasswordgenerator.ru/).

— He wucnone3yiiTe B KadecTBE MapoJii HWMEHA, MaMATHBIE [aThl, HOMeEpa
TeneoHOB.

— Ilpu ucnone3oBanum JI1 HE MO3BONANTE TPETHUM JIMIIAM IIPOU3BOAUTH 3a Bac
TEHEPALUIO KITFOYEH.

HerocynapcrBennsbiii neHcuoHHbIi (oHa «IIpodeccnonaibHblil» (AKHUOHepHOe o0mecTBo), HIID
«IIpodeccuonanbubliin (AO) (panee u xajnee — «DoHIY).

@oHA ASHCTBYET Ha OCHOBAHMH JIMIIEH3MM HA OCYIIECTBIICHHE JESTEIHHOCTH 0 IEHCHOHHOMY O0ECHEeUeHHI0 U
neHcuoHHOMy crpaxoBanuto Ne 360/2 or 21 mas 2004 roxa, BeyianHoi bankom Poccun. ®@onp BHec€H B peectp
HEerocyJapCTBEHHBIX NEHCHOHHBIX (JOHIOB — YYaCTHHKOB CHCTEMbI TapaHTUPOBAHUS IpaB 3aCTPAXOBAHHBIX JIUI B
cucTeMe 0053aTeIbHOTO TIEHCHOHHOTO cTpaxoBaHus 17 mioHs 2016 roga mox HoMepoMm 44. @oHA SBIASETCS YICHOM
Camoperynupyemoi opranusaiy HannonanbsHas accolyalys Herocy JapcTBeHHbIX eHCUOHHBIX (onnoB (HATID) ¢ 14
nekadbpst 2021 roma. PoHx BHECEH B peecTp HErocylapCTBEHHBIX ITEHCHOHHBIX (DOHIOB — YYaCTHHKOB CHCTEMBI
rapaHTHpPOBaHMS MPaB YYACTHUKOB HETOCYJapCTBEHHBIX NEHCHOHHBIX (OHIOB B paMKax JESTEIbHOCTH 110
HErocyJapcTBEHHOMY IeHCHOHHOMY obecnieuenuro 01 stBaps 2023 rona nox Homepom 25.

[Momyunte moapoOHyo mHpopManuio o0 DOHAE W O3HAKOMHUTHCS C YCTaBOM, MEHCHOHHBIMH WM CTPaXOBBIMH
MIPaBUJIAMH, & TAKKE C MHBIMU JJOKyMEHTaMH, NpexycMoTpeHHbIMU PenepanbHbM 3akoHOM Ne 75-D3 ot 07.05.1998 n
HOpMaTuBHBIMU akTamu banka Poccuu, Moxkno no anpecy ®@onpa: 101000, r. Mocksa, yi. Yamneiruna, a. 11, at. 5, Ha
caiite ®onna: https://www.npfprof.ru/ n mo Homepy Tenepona +7 (495) 003-36-75.

COO6HIEI€M O BO3MOKHOCTH YBCJIMYCHUA WM YMCHBUICHHA J0XOJa OT PasMCIICHUA NEHCUOHHBLIX PE3CPBOB U
HWHBECTUPOBAHNUA MNCEHCUOHHBIX HaKOHJ’ICHPIfI, a TAKK€ Ha TO, YTO Ppe3yJIbTaTbl WHBECTUPOBAHHSA B IPOILIOM HE
OIIPEALIAIOT JOXOJ0B B 6yHyIII€M, YTO ITOCyAapCTBO HE rapaHTHUPYET JOXOJHOCTHU PA3SMCIICHU ICHCUOHHBIX PE3EPBOB
U HWHBECTUPOBAHUA TCHCUOHHBIX HakoIuleHui. Taxoke npeaynpexigaeMm o HCO6XO,Z[I/IMOCTI/I BHHUMATCJIBHOI'O
O3HAKOMJICHHS C YCTaBOM cDOH,Ha, €ro NMNEHCUMOHHBIMU U CTPAXOBbLIMH IIpaBUJIaMH IEPE] 3aKIHOYCHUEM NEHCUOHHOTO
JA0TroBOpa Uik NIEPEBOJAOM IMCHCUOHHBIX HaKOILICHHI B (DOHH.
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